Weill Cornell

Export Controls Manual

1.0 Introduction

Weill Cornell Medicine (WCM) is fully committed to compliance with all United States export control laws
and regulations. Export controls and trade sanctions regulate and restrict the release of critical
technologies, software, equipment, chemical, biological materials, and other materials and services to
foreign nationals and foreign countries for reasons of foreign policy and national security. All members of
the WCM community — including faculty, students, staff, volunteers, visitors, contractors, and consultants
— must comply with all export control laws and regulations.

An export is:
1 Shipment or transmission of a controlled commodity, equipment, material, or software outside of the U.S.,

n  Releasing or transferring controlled technology, technical data, or source code to a foreign
national, whether in the U.S. or abroad. (Such exports are considered to be a “deemed” export to
the foreign national’s country of citizenship or permanent residency.)

n  Performing technical assistance or defense services for or on behalf of a foreign national, whether
in the U.S. or abroad.

®  Anitemis considered an export even if it is entering or leaving the U.S. temporarily, entering or
leaving the U.S. but is not for sale (e.g., a gift), or going to a wholly-owned U.S. subsidiary in a
foreign country.

Cornell’'s Export Control and Compliance Officer (ECCO) oversees WCM'’s compliance with U.S. export
control laws and regulations. Penalties for non-compliance with export control laws are severe and can
impact both the institution and the individual. If an export control violation is determined by an investigating
agency, an individual may be subject to civil and criminal penalties, and WCM may be subject to, among
other penalties, debarment from government contracts. Failure to comply with these regulations may result
in the imposition of criminal and/or civil fines and penalties, including jail time and monetary penalties, and
employees will be subject to disciplinary action and/or termination.

Employees outside of the United States may not re-export any commodity, technology, or software unless
appropriate authorization has been obtained (this includes foreign-produced items that are the direct
product of U.S. technology and software), and are subject to export controls under the Export Administration
Act.

The Director of Research Operations Chairs the Export Controls Committee, which interprets and advises
the WCM community on export control regulations and compliance. WCM’s manager of general research
compliance liaises with the ECCO on behalf of WCM.

It is imperative that all employees and students take this matter very seriously and support WCM in this
effort. If you have any questions concerning the legitimacy of a transaction or potential violations, please
contact:

Abigail Nixon

Director, Research Operations
WCM, Export Control Officer
ae02003@med.cornell.edu

Note: This Statement of Corporate Commitment to Export Compliance will be issued annually, or if necessary, by personnel
changes or changes in management or regulatory changes. -Abigail Nixon is responsible for disseminating this Statement
throughout the organization through Weill Cornell Medicine’s Export Management and Compliance Program Manual updates,
incorporation into training and presentations, and posting on Weill Cornell Medicine’s Intranet and website.

Last Updated: 10/9/2024
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3.0 Federal Agencies with Export Control Authority

The Department of Commerce, Bureau of Industry and Security (BIS), through its Export Administration
Regulations (EAR), and the Department of State, through the Directorate of Defense Trade Controls
(DDTC), have implemented regulations governing the export of certain consumables, technologies,
information, and software. U.S. export controls also apply to the re-export of commodities, software,
technology, or services from one foreign country to another. In addition, the Department of Treasury,
through its Office of Foreign Assets Control (OFAC), maintains targeted economic sanction programs,
which restrict or prohibit a wide range of export and other transactions, including educational services,
involving designated countries, entities, and individuals.

Export controls are on a case-by-case basis, and only certain consumables, software, or technology
require an export license. Even in situations where an item or technology appears on one of the export-
controlled items list, there may be an exemption from license requirements subject to documentation. In
the event that an export license is required, the ECCO and WCM ECO will determine whether or not to apply
for such alicense.

Violations may result in significant civil or criminal liabilities for WCM and the individuals involved, as well
as damage to national security and WCM'’s standing as a premier institution of research and learning.

Regulatory Agency Area of Oversight What is Covered by Agency

Dual-use commodities,
EAR Commerce technology, chemicals, and
software; low-level military items

Trade prohibitions with

OFAC Treasury sanctioned countries and entities

Military items; certain space-

ITAR State related technology and research

4.0 WCM-Qatar

Contact: Nerida Child Dimasi | nec2008@gatar-med.cornell.edu| +974 4492 8807
Contact: Amal Robay | amr2018@agatar-med.cornell.edu | +974 4492 8494

As a branch of Cornell, WCM-Q is committed to compliance with all United States export control laws and
regulations. WCM-Q adheres to the same requirements; however, some processes may differ. The Qatar
campus business units are responsible for conducting Visual Compliance screenings for all non-U.S.
individuals and entities it engages and/or conducts business with.

All contracts with a non-U.S. person or entity are screened using Visual Compliance. If the search yields a
positive match on Visual Compliance, the contract is vetted and approved in advance with the Weill Cornell
Export Controls Office. All contracts with sanctioned or embargoed countries (Iran, Syria, Crimea, Cuba,
North Korea, Russia, Ukraine, Belarus) are vetted and approved in advance with the Weill Cornell Medicine
Export Controls Office.

5.0 Department Roles & Responsibilities

As a premier research institution, WCM supports fundamental research, which is the free dissemination
and open publication of research results. The substantial majority of WCM research projects qualify for
fundamental research exclusions to export control regulations, and thus are not subject to export control
regulations.

Although academic research activities at WCM qualify for the fundamental research exclusion, there are
certain situations in which the export of tangible items, technical and scientific data, or software is either
prohibited by law or requires an export license or other governmental approval.
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The Office of Research Operations will assist any member of the WCM community in complying with U.S.
export control laws, including pursuing export licenses if approved by the ECO.

If an anticipated WCM research activity involves a country subject to U.S. government sanctions, the
researcher will need to consult with the following offices before entering into any negotiations or agreements
involving such countries.

5.1 Export Controls Office
Contact: exportcontrols@med.cornell.edu

The Export Controls Office in collaboration with the ECCO oversees all aspects of WCM'’s compliance with
export control laws and regulations. The Export Controls Office is responsible for:
n  Developing procedures to ensure WCM'’s compliance with U.S. export control regulations;

n  Performing regular risk assessments to evaluate the relative strengths and weaknesses of the
University’s export compliance programs;

1 Serving as the ECCO’s principal point of contact at WCM; and

n  Providing assistance and advice to WCM faculty, staff, and students regarding the laws, regulations
and University procedures associated with export controls.

n  Providing training to WCM faculty, staff and students on University policy pertaining to export controls.

5.2 Research Operations, Shipping
Contact: Kitty Ng-Yeung| shipping@med.cornell.edu | (646) 962-7233

Shipping, transferring, or taking controlled information, technology, or other commodities outside of the
U.S., whether temporarily or permanently, is considered an export and may require a license or
authorization.

Research Operations, Shipping must review and approve the export of all goods based upon BIS
regulations. The team will also assist in the assessment of “Dangerous Goods” classification when
necessary. Factors that may affect approvals include the type of Dangerous Good, the total value of
requested items, the manufacturer-recommended shipping temperatures, and the end use of the items.
RO Shipping will provide a certifying letter for goods approved for transport in checked baggage.

WCM students, visitors, and contractors are not permitted to transport goods in or out of the U.S.
under any circumstances.

Exports may require permits, filings, or special provisions based on their classification. For this reason,
members of the WCM community must consult with RO Shipping to export consumables, data,
technology, medical devices, or pharmaceuticals.

Employees anticipating an export must:

®  Submit a Shipping Assessment form to RO Shipping at least one (1) week prior to the anticipated
export date. RO Shipping will assess before items for Dangerous Goods classification and/or
export restrictions.

1 Contact Shipping for clarification of guidelines, if export regulations are unclear.

s Follow the BIS guidelines. If an export permit must be obtained, work with the Research
Operations Shipping to apply through BIS SNAP-R. Note that permits may take several weeks to
obtain.

The ECCO and WCM ECO have the authority to halt shipments that do not pass the export control
review process.

5.3 Office of Sponsored Research Administration (OSRA)

Contact: Aleta Gunsul | alg2047@med.cornell.edu | (646) 962-4037
Contact: Felicia Sosa| fea2006@med.cornell.edu | (646) 962- 8290
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OSRA reviews research proposals to identify situations that may trigger export control issues, such as, but
not limited to, restrictions on publication, foreign national restrictions, shipments of data and materials
outside the U.S., and deemed exports. OSRA negotiates research terms and conditions to ensure that
WCM research projects qualify for the fundamental research exclusion to export control regulations. Any
research contracts or agreements which contain language impacting the export control status of the project
will be referred to the Export Controls Office for review.

5.4 Information Technologies and Services (ITS)

Contact: Justin Barber | jub4011@med.cornell.edu | (646) 988-5076
Contact: Vinay Varughese | vinay@med.cornell.edu | (212) 746-6387

ITS requires minimum security requirements on all devices connecting to the WCM network. Such
requirements are detailed in ITS policies, but include items such as system management software for
security update distribution and remote wiping capabilities, encryption software, anti-virus/anti-malware
software, and data loss prevention monitoring software. The full ITS policy library is on the ITS website at
https://its.weill.cornell.edu/policies.

In addition, ITS has developed and implemented attestations which must be completed by all workforce
members on an annual basis. The attestations ask a series of statements that require users to attest to
how they secure data deemed high risk by our data classification policies and how they secure WCM data
when working from a remote location (“off-campus”). Lastly, ITS has several monitoring tools and
dashboards in place to detect inappropriate flow of data that may be in violation of existing policies. This
includes firewalls, intrusion detection/prevention systems, data loss prevention, audit logging, and email
security scanning, among others.

55 Finance

5.5.1 Purchasing and Procurement
Contact: John Frain | jof2026@med.cornell.edu | (646) 962-3670

New vendors are screened against restricted and denied party lists using Descartes Visual Compliance
software. Purchasing Operations also reviews the terms and conditions of vendor agreements for export
control language that could trigger a review, as well as classification of the equipment or materials being
purchased.

The equipment and materials purchased by WCM to support research and educational activities may be
subject to export control requirements. Foreign nationals are generally permitted to use items controlled
by Export Administration Regulations (EAR) on campus; however, access to controlled information,
technology, source code, and object code may require a license or other authorization.

5.5.2 Accounting
Contact: Paul Brown | pmb2004@med.cornell.edu | (646) 962-3672

New vendors on Payment Requisitions e-forms are screened against restricted and denied party lists using
Descartes Visual Compliance software. All new Foreign Person vendors are first sent to the Compliance

Department to ensure proper backup and tax implications if any, before being routed to Accounts Payable
via the e-form process.

5.6 Center for Technology Licensing (CTL)
Contact: Lisa Placanica | Imp26@cornell.edu | (646) 962-7046

CTL is responsible for the licensing of Cornell Intellectual Property. CTL is also responsible for the
management of outbound Material Transfer Agreements (MTA). Any biological, data, or technology
shipments must have an MTA in place prior to shipment. If there are any questions regarding MTA’s,
please contact CTL at mta-cti@cornell.edu.
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5.7 Institutional Animal Care and Use Committee (IACUC)
Contact: Jennifer Akl | jea2012@med.cornell.edu | (646) 962-2982

IACUC reviews research protocols, conducts evaluations of the institution’s animal care and use, and
regularly performs inspections of animal housing and procedure facilities. The two (2) scenarios that
involve the transfer of materials are outlined below.

Rodent Exportation — This is where a WCM investigator wants to share mice with collaborators at other
institutions. The process is described in the Guidelines for the Shipment of Rodents to Other Institutions,
found at http://enccompass.mskcc.org/Documents/7076. WCM may require the receiving institution to
sign a Material Transfer Agreement (MTA). CTL handles all outgoing MTAs.

Rodent Importation — This is where a WCM investigator wants to bring mice from collaborators at other
institutions. Animals that are imported/purchased from other institutions and companies that are not listed
on the approved vendor list must undergo quarantine before being released into WCM'’s Research Animal
Resource Center's (RARC) animal facilities. The process is described in the Guidelines for Importing
Rodents from Sources Requiring Quarantine, found at
https://enccompass.mskcc.org/documents/8153359. OSRA handles all incoming MTAS, except that the
JCTO handles incoming MTAs when the transfer agreement is related to a clinical trial under their
management.

5.8 Human Resources

Contact: Susan Shevlin | sshevlin@med.cornell.edu | (646) 962-3669

Onboarding and Visa Review: WCM Human Resources completes a post-offer background check on all
new hires administered by a third-party vendor. As part of this process, our Nationwide Healthcare Fraud
and Abuse Search specifically queries the Restricted Party and Specially Designated Nationals (SDN)
Screening, the Federal Export Control Regulations and Sanctions list, as well as the DDTC and OFAC. For
those new hires who require visa sponsorship, a satisfactory background check is completed prior to
processing of visa application documents. The United States Department of Homeland Security’s
Citizenship and Immigration Services (USCIS) requires a visa sponsor for H-1B, O-1A, and L-1 visa
applicants to conduct an initial export controls review and attest to whether or not the Foreign Person
requires an export license. WCM due diligence checks will include EC review on all visa applicants.
In the event that an export license is required, Human Resources notifies the Research Operations Office
of the new hire in question.

All self-funded candidates requiring WCM J-1 visa sponsorship are screened by the WCM Human
Resources Immigration Office against restricted and denied party lists using Descartes Visual Compliance
software prior to the processing of J-1 visa application documents. The Research Operations Office is
notified in the event that an export license is required for the visa applicant in question.

5.9 External Affairs

Contact: Gloria Kao | glkao@med.cornell.edu | (646) 962-9506
Contact: Rhonda Holdip | rhh2003@med.cornell.edu | (646) 962-9500

The Office of External Affairs has implemented a series of procedures to mitigate the potential of WCM
soliciting or accepting gifts from foreign persons or entities, which may damage the reputation of the
institution or violate export control and foreign gift reporting regulations. Please see Appendix C for a
description of these measures.

5.10 Office of International Affairs (OIA)
Contact: Monica Shah | mos9076@med.cornell.edu

OIA oversees several types of international agreements involving WCM, with the exception of research
agreements. Research agreements are overseen by OSRA and/or JCTO. Appendix E contains OIA’s
process for reviewing international agreements.
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5.11  Office of Risk Management

Contact: Joyce Bowes | jcb2011@med.cornell.edu | (646) 962-7682
Contact: Jennifer Chavis | jec4012@med.cornell.edu | (646) 962-7682

The Office of Risk Management maintains WCM'’s Travel Registry and provides the WCM community with
travel resources. All individuals conducting WCM activities must document all foreign travel in the
International Travel Registry prior to travel taking place.

5.12 Research Business Management (RBM)

Contact: Stephen Hunt | sjh2004@med.cornell.edu | (646) 962 4042

The Research Business Management (RBM) team is pivotal in ensuring compliance with Export Control Regulations
while offering comprehensive operational and sponsored research support services. Our mission is to bolster the
seamless and efficient management of academic departments and research programs. From departmental budgeting,
staff supervision, and academic appointments to meticulous pre and post-award sponsored research management at
the laboratory level, our diverse range of services prioritizes adherence to Export Control Regulations throughout
every aspect of our support offerings.

6.0 Embargoed / Sanctioned Countries

Pursuant to the Export Administration Regulations (EAR), either unilaterally or to implement United Nations
Security Council Resolutions, the Bureau of Industry and Security (BIS) implements certain U.S.
Government sanctions against the following countries (this listis current as of the date of publication of this
manual and is subject to change. If you have any questions regarding embargoed/sanctioned countries,
please contact exportcontrols@med.cornell.edu):

= Cuba - https://www.bis.gov/articles/cuba-export-controls

= [ran - https://www.bis.gov/articles/iran-export-controls

= North Korea - https://www.bis.gov/articles/north-korea-export-controls

= Syria - https://www.bis.gov/articles/syria-export-controls

* Iraqg — https://www.bis.gov/articles/irag-export-controls

= Russia/ Belarus - https://www.bis.doc.gov/index.php/policy-guidance/country-guidance/russia-belarus

If you plan to hire personnel from an embargoed/sanctioned country, please refer to Appendix F for
guidance on WCM'’s review process. To initiate a request for a review of a new non-U.S. hire,
please contact exportcontrols@med.cornell.edu.

The license requirements, license exceptions, and licensing policy vary depending upon the particular
sanctioned destination. The corresponding country pages listed above are intended to assist exporters and
re-exporters in determining requirements for the export and re-export to sanctioned destinations pursuant
to the EAR.

Exporters and re-exporters should be aware that other U.S. Government agencies administer regulations
that could also apply to export or re-export transactions. For example, the Department of the
Treasury’s Office of Foreign Assets Control (OFAC) also implements certain sanctions against Cuba, Iran,
North Korea, Syria, certain regions of Ukraine, Russia, and Belarus (see
https://www.bis.doc.gov/urimessages/ofac.html for more information). Exporters and re-exporters are
responsible for complying with all applicable regulatory requirements.

6.1 Traveling or Collaborating Overseas:

A Specially Designated Nationals (SDN) screening must be conducted before traveling to countries that
may be the subject of sanctions, carrying covered goods or items overseas, collaborating with a foreign
national outside of WCM or any person or entity outside of the U.S., or presenting your research at an
international conference.

High-risk countries—namely China, Russia, Venezuela, Cuba, Iran, North Korea, and Syria—represent
foreign entities that pose a high risk of compromise or another security attack against the USA. Take only
the minimum number of electronic devices needed for your trip. You are to take WCM loaner devices and


mailto:jcb2011@med.cornell.edu
mailto:jec4012@med.cornell.edu
mailto:sjh2004@med.cornell.edu
mailto:exportcontrols@med.cornell.edu
https://www.bis.gov/articles/cuba-export-controls
https://www.bis.gov/articles/cuba-export-controls
https://www.bis.gov/articles/iran-export-controls
https://www.bis.gov/articles/iran-export-controls
https://www.bis.gov/articles/north-korea-export-controls
https://www.bis.gov/articles/north-korea-export-controls
https://www.bis.gov/articles/syria-export-controls
https://www.bis.gov/articles/iraq-export-controls
https://www.bis.doc.gov/index.php/policy-guidance/country-guidance/russia-belarus
mailto:exportcontrols@med.cornell.edu
https://www.bis.doc.gov/urlmessages/ofac.html

leave your WCM devices at home. Appendix D of this manual contains special precautions and
instructions for traveling to high-risk countries.

Contact the Export Controls Office (exportcontrols@med.cornell.edu) for guidance prior to engaging in such
activities.

6.2 Diversion Clause

If the shipment is for export, these commodities, technology, or software must be exported from the U.S.
as dictated by the export administration regulations. Diversion contrary to the U.S. Law is prohibited.

7.0 Policy 4.22: Export and Import Control Compliance

The University is committed to complying with U.S. export and import controls. No University faculty, staff,
or student may engage in any activity, or commit the University to engage in any activity that violates U.S.
export and import control laws and regulations. Cornell’'s Export and Import Control Compliance Policy:

1. Formally documents the resources and campus guidance provided by the ECCO;

2. Formalizes partnerships between the ECCO, the WCM ECO, and those offices with shared
responsibilities for export control support and compliance;

3. Assists the research community in understanding their export and import control obligations;

4. Educates WCM community members, particularly faculty involved in research, of the circumstances
in which their activities may implicate export and import control concerns and provide appropriate
resources and guidance to address those concerns; and

5. Broadly facilitates timely compliance with applicable U.S. Export and Import Control Laws and
Regulations.

Faculty, staff, and students must adhere to the regulatory requirements that are appropriate for their
respective roles. It is not expected that WCM community members will become experts in navigating export
and import compliance, but it is necessary for them, and particularly individuals involved in research
activities, to be informed sufficiently to know when to raise and elevate questions regarding export/import
compliance. All faculty, staff, and students are responsible for reviewing the materials on the WCM's Export
Controls website and consulting the Export Controls Office when questions arise.

8.0 Procedures

Prior to engaging in activities that involve an export, members of the WCM community must understand
and identify any potential export limitations. Most operations at WCM will qualify for an exclusion from
export control regulations, such as the public domain exclusion or the fundamental research exclusion.
However, there are some situations in which export controls may still apply.

Examples of situations where export controls are applicable include:
1 Where Foreign Persons may be exposed to technical data related to export-controlled equipment;

. Where WCM will interact with agencies of foreign governments;

1 Where WCM hosts foreign visiting scholars for the purpose of participating in research that is not
subject to the fundamental research exclusion;

1 Where equipment needed for experiments or research abroad will be exported (i.e., shipped or
accompanying the researcher/faculty member), including, for example, laptops, GPS equipment,
other hand-held mobile devices, etc., or any device that contains encrypted software.

Many WCM activities are eligible for one of the available exclusions, meaning that no license will be
required. However, when a research or educational activity involves an export, WCM must document its
analysis of export control issues, including the availability of any exclusion or exemption.

The export compliance analysis should be undertaken with the assistance of the Research Operations
Office, which has been granted authority in this area. This analysis must be done prior to engaging or
agreeing to engage in the activity.

The Research Operations Office may decide not to accept funding for research containing export controls
or restrictions, including, but not limited to, when there is insufficient time to obtain a license or to take
appropriate measures to properly protect export-controlled information.
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8.1 Visual Compliance Screening

8.1.1 Descartes Visual Compliance Software

Visual Compliance is a web-based export compliance tool that compiles multiple U.S. government
debarment lists into one searchable database. Through Cornell University’s license, this tool is available
for use by WCM employees who need to use the software.

The software may be used to:
Conduct Restricted Party and Specially Designated Nationals (SDN) screening;

Search current Federal Export Control regulations and sanctions;
Determine categories of hardware subject to export controls;
Determine exemption, exception, exclusion, or licensing requirements.

Restricted Party Screening is conducted by multiple offices, according to their roles in the institution. To
obtain access to Visual Compliance, contact the Research Operations Office for instructions. All new
users should visit the Visual Compliance Training Center for helpful information and training on how to
use the software.

8.1.2  Descartes Visual Compliance Records
Visual Compliance records are maintained electronically within the software indefinitely.

8.2 Training

The Research Operations Office provides training on export controls to individuals or groups interested in
learning the fundamentals of export control. To schedule a presentation at your next departmental meeting,
contact the Research Operations Office via export@med.cornell.edu.

Attendee lists for the training sessions are retained in the Research Operations Office.

8.3 Risk Assessment and Audits

The Export Controls Committee will conduct biennial risk assessments and programmatic audits to highlight
where risks exist within the area of export controls.

The risk assessment will serve to:
Identify risk areas

Assess the severity of a given risk

Assess the likelihood of occurrence for a particular issue
Prioritize risk areas

Develop mitigation strategies for risk areas

8.4 Recordkeeping

Forms and documents related to export control compliance are stored electronically by the respective office.
Records related to export shipments must be maintained by the sender of the package, or the traveler
where the item(s) is hand-carried. All documents related to export licenses are retained and stored by the
Export Controls Office. These records are typically retained electronically and may be reproduced in
hardcopy.

Records related to export control issues are retained for a minimum of five (5) years after the completion
of the activity. In situations where records are related to a multi-year project, records are retained for a
minimum of five (5) years after the conclusion of the research project.

9.0 Reporting Problems and Violations

9.1 Internal Reporting


mailto:export@med.cornell.edu

Members of the WCM community working with export-controlled equipment or technical data
assume responsibility for conducting their activities in compliance with U.S. export control laws
and regulations.

Concerns related to the violation of export control regulations must immediately be reported to the
institution for review and investigation.

The Export Controls Office, in conjunction with the ECCO, has the responsibility to review and investigate
all non-compliant activities related to export control regulations. The WCM community may submit a
concern directly to the ECCO or WCM ECO. You may also raise the concern with a supervisor, manager,
or department chair who can provide guidance regarding the concern.

9.2 External Reporting

In the event that an investigation of a reported export control violation is to be initiated, the following steps
will occur:

1. If an export control violation is suspected, the Office of General Counsel must be notified.

2. Ifitis determined that an export control violation has occurred or is about to occur, the activities
related to the violation must be ceased immediately. Continuing to carry out the activity after
it has been identified creates the opportunity for continued violation of export control
regulations, and commensurate penalties.

3. The ECCO, the Export Controls Office, the Office of General Counsel, and other WCM
personnel may be involved in investigating the possible violation. This personnel will determine
the scope of the investigation and identify the “who, what, where, when, and how” of the
possible violation. The investigatory team will prepare a report on the investigation for
submission to the relevant WCM administrators and/or departments, including any corrective
actions that have already been implemented, as well as additional recommended corrective
actions.

4. WCM individuals involved in the possible violation must be notified that an investigation of the
possible violation has been launched and their assistance may be required during the course
of the inquiry, unless doing so may impede the investigation.

5. Members of the WCM community who engage in illegal activity are subject to disciplinary
action, up to and including termination of employment or student status, in addition to possible
criminal prosecution.

9.3 Voluntary Disclosure

When a violation is determined to have occurred, the Export Controls Office will notify the ECCO. The
ECCO will determine whether a disclosure of the incident to the relevant government authority is warranted.
Such disclosures are considered a mitigating factor in any export enforcement administrative action.

9.4 Violations

Penalties for violations of civil and criminal export control laws or trade sanctions can be severe, including
personal liability, monetary fines, and imprisonment. Penalties for the institution may include fines and
debarment.

= EAR: Criminal violations by the University may be subject to both criminal and administrative
penalties. criminal penalties can include up to 20 years of imprisonment and up to $1 million in
fines per violation, or both. Administrative monetary penalties can reach up to $300,000 per
violation or twice the value of the transaction, whichever is greater. Civil penalties for both the
university and individuals can exceed three hundred thousand U.S. dollars ($300,000.00) per
violation, or two times (2X) the value of the export, whichever is greater. These violations can
also result in a denial of export privileges as well as other potential collateral penalties.

1 OFAC: Penalties will range depending upon the sanction regime in question. Criminal violations
by the university can reach up to ten million U.S. dollars ($10,000,000.00) per violation, and criminal
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9.5

penalties for individuals can reach five million U.S. dollars ($5,000,000.00) per violation or thirty
(30) years in prison, or both. Civil penalties can be imposed in excess of one million U.S. dollars
($1,000,000.00) per violation, or two times (2X) the transaction in question, whichever is greater.

ITAR: Criminal penalties can reach up to one million U.S. dollars ($1,000,000.00) per violation and
twenty (20) years imprisonment for individual willful violations. Civil penalties imposed upon
departments, agencies, and officials can exceed one million U.S. dollars ($1,000,000.00) per
violation. A person or university found to be in violation of the ITAR (under the Arms Export Control
Act) can be debarred from contracting with the government and could lose their export privileges.

Corrective Actions

Following the investigation, the ECCO, the Export Controls Office, and the Office of General Counsel will
recommend a course of action to the Dean for Research. The Dean for Research may take action according
to the nature, severity, and scope of the offense.

10.

Definitions

Deemed Export: Releasing or otherwise transferring “technology” or source code (but not object
code) to a Foreign Person in the U.S. Any release in the U.S. of “technology” or source code to a
Foreign Person is a deemed export to the Foreign Person’s most recent country of citizenship or
permanent residency.

Export: In export control regulations, there are several meanings which include any of the
following: (1) actual shipment of any covered goods or items; (2) the electronic or digital
transmission of any covered goods, items or related goods or items; (3) any release or disclosure,
including verbal disclosures or visual inspections, or any technology, software or technical data to
any foreign national; or (4) actual use or application of covered technology on behalf of or for the
benefit of any foreign entity or person anywhere.

Dual-Use: Items that have both commercial and military or proliferation applications. While this
term is used informally to describe items that are subject to the EAR, purely commercial items are
also “subject to the EAR”, as are certain “low-level” military items (see §734.2(a) of the EAR).

Foreign Person: Any natural person who is not a lawful permanent resident of the United States,
a citizen of the United States, or any other protected individual as defined by 8 U.S.C. 1324b(a)(3).
It also means any corporation, business association, partnership, trust, society, or any other entity
or group that is not incorporated in the United States or organized to do business in the United
States, as well as international organizations, foreign governments, and any agency or subdivision
of a foreign government (e.g., diplomatic mission). “Foreign Person” is synonymous with “foreign
national,” as used in the EAR, and “foreign person” as used in the International Traffic in Arms
Regulations (22 CFR 120.16). This definition does not apply to part 760 of the EAR (Restrictive
Trade Practices or Boycotts).

Fundamental Research: Research in science, engineering, or mathematics, the results of which
ordinarily are published and shared broadly within the research community, and for which the
researchers have not accepted restrictions for proprietary or national security reasons. It is not
considered fundamental research when there are restrictions placed on the outcome of the
research, or restrictions on methods used during the research. Proprietary research, industrial
development, design, production, and product utilization, the results of which are restricted and
government-funded research that specifically restricts the outcome for national security reasons,
are not considered fundamental research.

Public Domain: Publicly available technology and non-encryption software, such as information
that is the subject of an open patent application, published in a book or periodical, released at an
open conference anywhere, available on a website accessible by the public with no access

11



11.

controls, or information that will be published is not subject to Export Administration Regulations
(EAR).

Commerce Control List (CCL): List of items under the export control jurisdiction of the Bureau of
Industry and Security, of the Department of Commerce. The CCL is found in Supplement 1 to Part
774 of the EAR.

The CCL is divided into ten categories: (0) Nuclear Materials, Facilities and Equipment, and
Miscellaneous Items; (1) Materials Chemicals, Microorganisms, and Toxins; (2) Materials
Processing; (3) Electronics Design Development and Production (4) Computers; (5) Part 1:
Telecommunications and Part 2: Information Security; (6) Sensors and Lasers; (7) Navigation and
Avionics; (8) Marine; (9) Aerospace and Propulsion.

Every CCL category is subdivided into five (5) product groups, as follows: (A) Systems, Equipment,
and Components; (B) Test, Inspection and Production Equipment; (C) Material; (D) Software and
(E) Technology.

Export Control Classification Number (ECCN): CCL classification and related export
requirements for specific consumables, software, technology, or materials. All commodities,
software, and technology subject to the EAR, but not specifically identified on the CCL, are
identified by the designator “EAR99.”

Re-export: An actual shipment or transmission of items subject to export regulations from one
foreign country to another foreign country. For the purposes of the U.S. EAR, the export or re-
export of items subject to the EAR that will transit through a country or countries to a new country,
or are intended for re-export to the new country, are deemed to be exports to the new country.

Citations

Export and Import Control Compliance Policy - https://policy.cornell.edu/policy-library/export-and-
import-control-compliance

Export Compliance Guidelines - https://www.bis.doc.gov/index.php/documents/pdfs/1641-ecpffile

Embargoed Sanctioned Countries section- https://www.bis.doc.gov/index.php/policy-
guidance/country-guidance/sanctioned-destinations
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Appendix A — Shipping Assessment Form

Weill Cornell
Medicine Shipping Assessment Form

Please complete this shipping assessment form for all items to be shipped to/from Weill Cornell Medicine (WCM). This
includes and is not limited to any shipments containing batteries, biological products, chemicals, ITS equipment, patient
specimens, reagents, samples, hand-carry items, etc. If more than 5 items need assessment, please re-fill out this form as
many times as necessary and e-mail all forms compiled to shipping@med.cornell.edu

Along with the form, provide any information that will allow the shipping team to accurately assess shipping, packaging,
labeling, permitting, and documentation requirements for your shipment. This includes a copy of the manufacturer safety
data sheet (SDS) for any chemicals or preservatives that may impact your shipment, details of what your samples may
include, a copy of MTA, product manuals, etc.

Please submit this form at least 1 week prior to the expected ship date. Note, some items may require longer lead times
for assessment. Some items require government agency permits. This process requires additional documentation for
government regulatory agencies, transporters, and airlines, which can take several weeks to complete. The shipping
timeline is dependent upon the nature of the material and complexity of the shipment. Some shipments may also require
additional filing requirements for export due to value restrictions.

For questions regarding Material Transfer Agreements (MTA'’s), please contact the Office of Sponsored Research
Administration (OSRA) for incoming shipments (osra-contracts@med.cornell.edu) and Center for Technology
Licensing (CTL) for outgoing shipments (mta-cti@cornell.edu).

If shipment is for export, these commaodities, technology, or software were exported from the U.S. in accordance with
the export administration regulations. Diversion contrary to the U.S. Law is prohibited.

NOTE: Radioactive substances are NOT included on this form; if applicable, please contact EHS (ehs@med.cornell.edu
or 646-962-7233) for radioactive substance shipment instructions.

SECTION 1: CONTACT INFORMATION

Principal Investigator / Lab Fund# for supplies or freight services
Name of WCM Contact to Discuss Shipment: WCM Contact’'s Email and Telephone#
Name of Courier / Airline to be Used: Expected Ship / Travel Date:
SHIPPER / TRAVELER INFORMATION END USER INFORMATION
Shipper's Company name and Address End User's Company name and Address
Shipper’s Information (Full Name) End User’s Information (Full Name)
Shipper’'s Email and Telephone# End User’s Email and Telephone #
Name of Layover Countries (if any) End Use (Specify Application)
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CONTINUED: Shipping Assessment Form

SECTION 2: MATERIAL DESCRIPTION AND SHIPMENT INFORMATION ‘

Item 1

Item 2

Item 3

Item 4

Item 5

What type of shipment
is this? Please select.

If answer is other than
biological, please skip
section 3.

If answer is chemical,
please provide SDS.

Please Select

Please Select

Please Select

Please Select

Please Select

Material name:

Catalog/NDC/CAS
Number (if applicable):

Manufacturer:

Country of Manufacture:

Number of Units:

Volume / Weight per Unit:

Value per Unit (US$):

$

$

$

$

$

Shipping Temperature:

Please Select

If Other, specify here:

Please Select

If Other, specify here:

Please Select

If Other, specify here:

Please Select

If Other, specify here:

Please Select

If Other, specify here:

Item ECCN (if known):

MTAJ/CTA in Place*

Please Select

Please Select

Please Select

Please Select

Please Select

Is medical license
required for purchase or
use?**

Please Select

Please Select

Please Select

Please Select

Please Select

SECTION 3: BIOLOGICAL MATERIALS ONLY ‘

ltem 1

Item 2

Iltem 3

ltem 4

Item 5

Which description best fits
this item?

Please Select

If Other, specify here:

Please Select

If Other, specify here:

Please Select

If Other, specify here:

Please Select

If Other, specify here:

Please Select

If Other, specify here:

Is the item likely to contain
an infectious agent?

Please Select
If Yes, specify here:

Please Select
If Yes, specify here:

Please Select
If Yes, specify here:

Please Select
If Yes, specify here:

Please Select
If Yes, specify here:

Does this item contain a
preservative?

Please Select

If Yes, provide SDS:

Please Select

If Yes, provide SDS:

Please Select

If Yes, provide SDS:

Please Select
If Yes, provide SDS

Please Select

If Yes, provide SDS:
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CONTINUED: Shipping As

sessment Form

What s the preservative
type and quantity per
container?

Is the item contained in
leak-proof container?

SECTION 4: PACKAGIN

Need Assistance with
Purchasing a Shipping
Box/Container?

Please Select

G & SHIPPING

Please Select

Please Select

Please Select

Please Select

Please Select

Please Select

Please Select

Please Select

Please Select

Quantity of Dry Ice to be
Use (if applicable):

kg

kg

kg

kg

kg

Who is preparing the
shipment?

Please Select

If Other, specify here:

Please Select

If Other, specify here:

Please Select

If Other, specify here:

Please Select

If Other, specify here:

Please Select

If Other, specify here::

Date of bio. material and
dry ice shipments, training
of person preparing
package

SECTION 5: SUBMIT THE COMPLETED FORM TO SHIPPING VIA EMAIL: SHIPPING@MED.CORNELL.EDU

sHIPMENT 1D # I

*If MTA is in place, please send a copy. If a service agreement is in place covering these materials, then it is
not required. If you do not have an MTA but need one, please contact the Office of Sponsored Research

Administration (OSRA).

**If a medical license is required, please attached a copy of the license to this form.
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Continued: Export Controls Manual

Appendix B — Currently identified subsidiaries/affiliates of Huawei and ZTE Corporation

Huawei Technologies Company

(Sources: business databases, Huawei Investment & Holding Co., Ltd., 2017 Annual Report)

Amartus, SDN Software Technology and Team
Beijing Huawei Digital Technologies, Co. Ltd.
Caliopa NV

Centre for Integrated Photonics Ltd.

Chengdu Huawei High-Tech Investment Co. Ltd.
Chengdu Huawei Technologies Co. Ltd
Chinasoft International Technology Services Ltd.
Dongguan Huawei Service Co. Ltd.

9. FutureWei Technologies, Inc.

10. Hangzhou Huawei Digital Technology Co. Ltd.
11.HexaTier Ltd.

12. HiSilicon Optoelectronics Co., Ltd.

13.Huawei Cloud Computing Technology
14.Huawei Cloud (Beijing)

15. Huawei Cloud (Guangzhou)

16. Huawei Cloud (Guiyang)

17.Huawei Cloud (Hong Kong)

18. Huawei Cloud (Shanghai)

19. Huawei Cloud (Shenshen)

20.Huawei Device Co., Ltd.

21.Huawei Device (Dongguan) Co., Ltd
22.Huawei Device Co. Ltd. (Guangdong)
23.Huawei Device (Hong Kong) Co., Ltd.
24.Huawei Device Co. Ltd. (Shenzhen)
25.Huawei Enterprise USA, Inc.

26.Huawei Global Finance (UK) Ltd.

27.Huawei International Co. Ltd.

28.Huawei Machine Co., Ltd.

29. Huawei Marine

30.Huawei Mobile Technology Ltd.

31.Huawei North America

32.Huawei Openlab (Suzhou)

33.Huawei Software Technologies, Co., Ltd.
34.Huawei Symantec Technologies Co., Ltd.
35.Huawei Tech Investment Co., Ltd.

36.Huawei Technical Service Co. Ltd.

37.Huawei Technologies Cooperatief U.A.
38.Huawei Technologies Germany GmbH
39.Huawei Technologies Japan K.K.

40.Huawei Technologies Co. Ltd. Xi’an Research Institute
41.Huawei Technologies South Africa Pty Ltd.
42.Huawei Technologies (Thailand) Co.
43.iSoftStone Technology Service Co., Ltd.

44.JV “Broadband Solutions” LLC

45.M4S N.V.

46.Proven Honor Capital Limited

47.PT Huawei Tech Investment

48. Shanghai Huawei Technologies Co., Ltd.

49. Shenzhen Huawei Technology Services

50. Shenzhen Huawei Technologies Software
51.TD Tech

52. Tianwen Digital Media Technology (Beijing) Co., Ltd.
53. Toga Networks Ltd.
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Continued: Export Controls Manual

Appendix B — Currently identified subsidiaries/affiliates of Huawei and ZTE Corporation

54.Wuhan Huawei Investment Co. Ltd.
55. Wulanchabu Huawei Cloud Computing Technology
56. Xi'an Huawei Technologies Co. Ltd.

ZTE Corporation
(Sources: business databases, Wikipedia, ZTE Corporation 2017 Annual Report)

. Anhui Wantong Information Systems Integration Company, Limited
. Bestel Communications Ltd.

. CASIC Shenzhen (Group) Company, Limited

. Chengdu Zhongxing Software Company, Limited

. Chengdu ZTE Software Company Limited

. Chongging Zhongxing Software Co. Ltd.

. Enablence Technologies Inc.

. Guangdong New Pivot Technology & Service Company Limited
. Guangdong ZTE Newstart Technology Co. Ltd.

10. Hengyang ICT Real Estate Co., Ltd.

11.  Huanggang Education Valley Investment Holdings Co., Ltd.
12.Intlive Technologies (Private) Ltd.

13. Jiaxing Xinghe Capital Management Company Limited
14.Kaznurtel LLC

15.Kron Telekomunikasyon Hizmetleri A.S.

16. Laxense, Inc.

17.Nanjing Piaoxun Network Technology Co., Ltd.

18.Nanjing Zhongxing New Software Co. Ltd.

19. Nanjing Zhongxing Software Company Ltd.

20.Nationz Technologies, Inc.New Idea Investment Pte. Ltd.
21.Ningbo Zhongxing Technology Co., Ltd. Yunxiang

22.Nubia Technology Ltd.

23.000 ZTE Russia Co., Limited

24.Pengzhong Xingsheng

25.Pt ZTE Indonesia

26. Puxing Mobil Tech Company Ltd.

27.Sanechips Technology Co. Ltd.

28.S.C. First Project SA

29. Shanghai Xingfei Science And Technology Company, Limited
30. Shanghai Zhongxing Communication Co., Ltd.

31. Shanghai Zhongxing Qunli Information Technology Ltd.
32.Shanghai Zhongxing Telecom Equipment Technology & Service Company
Limited

33.Shanghai Zte Technologies Co., Ltd.

34.Shenzhen Capital Group Co., Ltd.

35.Shenzhen Changfei Investment Company Limited
36.Shenzhen Force Science And Technology Co., Ltd.
37.Shenzhen Smart Electronics Ltd.

38.Shenzhen Weigao Semi-Conductor Technology Co., Ltd.

39. Shenzhen Zhongxing Hetai Hotel Investment and Management Co., Ltd.
40. Shenzhen Zhongxing ICT Company Limited

41. Shenzhen Zhongxing Microelectronic Technology Company Limited
42.Shenzhen Zhongxing Software Co., Ltd.

43.Shenzhen Zhongxing Telecom Technology & Services Co., Ltd.
44.Shenzhen Zhongxing Xinyu FPC Company Limited
45.Shenzhen ZTE Kangxun Telecom Co., Ltd.

46.Shenzen ZTE Hetai Hotel Investment Management Ltd.
47.Sizhuo Zhongxing Hangzhou Technology Ltd.

48. Telecom Innovations

49. Wuxi Kaier Technology Co., Ltd.

50. Wuxi Taclink Optoelectronics Technology

OCoOoO~NoO Uk WN P
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Appendix B — Currently identified subsidiaries/affiliates of Huawei and ZTE Corporation

51. Wuxi Zhongxing Optoelectronics Technologies Company Limited
52.Xi'an Cris Semiconductor Technology Co. Ltd.
53.Xi'an Zhongxing New Software Company Limited

54. Xi’an Zhongxing New Software Company Limited
55.Xi’an ZTE Terminal Technology Limited

56. Xian Zte Jingcheng Communication Company, Limited
57. Xingtian Communication Technology Tianjin Co., Ltd.
58. Yangzhou Zhongxing Mobile Telecom Equipment Co. Ltd.
59.Zonergy

60. Zhongxing Software Company Limited

61. Zhuhai Guangtong Automobile Co., Ltd

62.ZTE 9 (Wuxi) Co., Ltd.

63. Zte (Australia) Pty Ltd.

64.Zte Canada Inc.

65.ZTE Cooperatief U.A.

66.ZTE Corporation

67.ZTE Corporation South Africa (PTY) Limited

68.Zte Czech, S.R.O.

69.ZTE Do Brasil Ltda.

70.ZTE Energy Co., Ltd.

71.ZTE Energy (Tianjin) Company Limited

72.ZTE France SASU

73.ZTE Ghana Limited

74.Zte Group

75.ZTE Group Finance Co., Ltd.

76.ZTE (Hangzhou) Company Limited

77.ZTE (Hong Kong) Ltd.

78.Zte Hrvatska D.O.O.

79.ZTE India R&D Center Private Limited

80.ZTE Indonesia

81.ZTE International Investment Co., Ltd.

82.ZTE ltaly, S.r.l.ZTE Kangxun Telecom Company Limited
83.ZTE Malaysia Corporation SDN. BHD.

84.ZTE Mauritius Ltd.

85.ZTE Microelectronics Technology Co., Ltd.

86.ZTE Mobile Tech Company Limited

87.ZTE Netherlands B.V.

88.Zte Nigeria Investment LTD.

89.Zte Norway As

90. Zte Portugal Projectos De Telecommunicacoes, Unipessoal, Lda
91.Zte Romania Srl

92.ZTE Service Deutschland GmbH

93.Zte Singapore Pte. Ltd.

94.ZTE Smart Auto Co. Ltd.

95.ZTE Software Technology (Nanchang) Co.

96. ZTEsoft Technology Company Limited

97.ZTE Supply Chain Co., Ltd

98.ZTE Sweden Ab

99.ZTE Technology & Service Company Limited

100. ZTE Telecom India Private Limited Company Limited
101. ZTE (Thailand) CO., Ltd

102. ZTE Ukraine LLC

103. ZTE (USA) Inc.
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Appendix C — External Affairs Best Practice for International Donors and Prospects

@ Welll Cornell Medlcme
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International Donors and Prospects

Identifying and Researching

The proactive international prospecting effort will be largely focused on principal gift level prospects ($1
million or more). The Prospect Management and Research (PMR) team will also provide reactive
research to help qualify the names brought by board members, faculty members and other volunteers,
with a focus on principal gift level, but also in connection with required reviews as described below.

The PMR team will use subscription-based tools, such as Wealth-X, iWave, and others, to qualify the
prospect’s financial information, and use reliable online publications to search for any previous
philanthropic giving and reputational information.

Data privacy: The PMR team will ensure compliance with any data privacy regulation in the countries
and regions our prospects are from. We will make every effort to study and understand the particular
region’s regulations. For instance, if the prospect is a European Union resident or a citizen of an EU
country (even if he/she lives overseas), he/she is protected by the General Data Protection Regulation
(GDPR).

Due diligence: The PMR team will use publicly available and reliable resources to conduct due diligence
research and notify gift officers and leadership about any potential reputational risks, pending lawsuits or
negative publicity about the prospect and/or their business. PMR will run the prospect’s name through the
Visual Compliance restricted party screening database to see if he/she appears on any sanctioned or
wanted lists and will alert the gift officer and leadership of any findings.

If the PMR team exhausts all available options and cannot complete the research due to lack of
information transparency in particular countries or regions, we may recommend that leadership hire an
outside due diligence research agency to conduct a thorough report.

*Note: all foreign donors who are not solicited by External Affairs (i.e., donors solicited by faculty, or gifts
which arrive unsolicited) are screened through Visual Compliance by PMR. When revenue is booked
from a foreign donor, it will generate an alert which triggers the review by PMR. Any previously reviewed
unsolicited foreign donor will be rescreened through Visual Compliance every 2 years.

Soliciting International Prospects

The PMR team compiles information for gift officers to submit to Cornell University’s Gift Acceptance
Committee (UGAC) to review any planned solicitation of $100,000 or more from a foreign donor prospect,
as per Cornell University policy 3.1: University Fundraising.
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Gift Processing and Reporting

If gifts are being made in foreign currencies, the revenue processing staff will work with WCM Finance on
acceptance and conversion.

As part of our responsibilities in connection with export control regulations as well as state and federal
reporting requirements (including Section 117 of the Higher Education Act - disclosure of foreign gifts), the
Office of External Affairs has implemented processes to track and review foreign donors, and provide
reports of foreign gifts made to WCM as part of the centrally compiled semi-annual submission by Cornell
to the US Department of Education.

CRM Processes
Foreign address (individual and org)

When revenue of any amount from a donor with a foreign address is booked in Blackbaud CRM (BBEC),
an alert is sent to the Operations staff, which triggers the following actions:

e If the donor has been previously researched, the alert will indicate as such, and when the last
review took place. If the review is more than 2 years old, a fresh review will be undertaken.

e |If the donor has not been previously reviewed, the alert will trigger the Prospect Research staff to
undertake a review involving Visual Compliance.

e Once the review is completed, an Attribute (“Reputational screening completed”) is added to
the constituent record in BBEC.

If a donor with foreign address does not carry this Attribute, this means that the review has not yet been
undertaken. Review of donors “suspected” or reported to be international are also undertaken on an ad
hoc basis, as needed, even without a foreign address.

Organizations without foreign address

An organization may have a US address but is, in fact, a subsidiary of a foreign parent company. (For
example, Mercedes Benz USA may be located in New Jersey, but its parent company is German). United
States-based entities will be given one of two codes:

1. Foreign parent — organizational entities who have been researched and determined to have a
foreign parent company (even though the donor itself may or may not have a foreign address)

2. No foreign parent — organizational entities who have been researched and determined not to have

a foreign parent company
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® Weill Cornell Medicine
External Affairs

Retroactive review:

We have undertaken a retroactive review of all org donors (non-individuals, non-Households, and non-

Groups) since 1/1/22 who do not have a foreign address to determine if any of these entities has a foreign
parent.

Refer to separate document for detailed instructions on workspace maintenance and coding of
foreign organization donors in Blackbaud CRM.

Updated: 9/26/19; 1/28/2020; 10/2/2020, 1/10/23; 1/25/23, 1/20/24
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Appendix D - Special Precautions for Travel to High Risk Countries, including China, Russia, and
Venezuela

https://www.state.gov/countries-of-particular-concern-special-watch-list-countries-entities-of-
particular-concern/

Countries of Particular Concern

The most recent Countries of Particular Concern designations were made by the Secretary of State on December 29, 2023:

Burma, People’s Republic of China, Cuba, Eritrea, Iran, the Democratic People’s Republic of Korea, Nicaragua,
Pakistan, Russia, Saudi Arabia, Tajikistan, and Turkmenistan.

Special Watch List Countries

The most recent Special Watch List designations were made by the Secretary of State on December 29, 2023:

Algeria, Azerbaijan, the Central African Republic, Comoros, and Vietnam.

Entities of Particular Concern

The most recent Entities of Particular Concern designations were made by the Secretary of State on December 29, 2023:

al Qa’ida affiliate Al-Shabaab, Boko Haram, Hayat Tahrir al-Sham, the Houthis, ISIS-Sahel (formerly known as ISIS-
Greater Sahara), ISIS-West Africa, al Qa’ida affiliate Jamaat Nasr al-Islam wal Muslimin, and the Taliban.

High risk countries represent foreign entities that pose a high risk of compromise or other security attack
against the USA. Take only the minimum number of electronic devices needed for your trip. You are to leave
your WCM devices at home.

e Take only the minimum number of electronic devices needed for your trip. You are
strongly encouraged to leave your WCM devices at home.

e Submit a request to borrow a laptop from the Library. Some high risk countries, including China,
prohibit the import of encrypted devices, and taking a standard WCM laptop into the country
poses a real risk of your device being compromised.

e |Ifpossible, you should not access websites containing sensitive information (e.g., financial, health,
etc.) while connected to public Wi-Fi networks.

e Chinese officials often block the use of VPN software to protect your privacy on the internet, but
you can attempt to use VPN software from ITS to access WCM resources while abroad.

o Keep electronic devices in your possession; hotel staff often have access to in-room safes.
e |If you are traveling to China, Russia, or Venezuela, you must complete the Electronic Export

Information (EEI) filing. Instructions for completing the EEI can be found here: Job Aid: Export
Control Travel Filing

e To make the EEI filing, each individual traveler needs to know the export control classification
number (ECCN) for all items being reported. The ECCNSs for devices can be found in the
documents below, according to device type:

o Export Control Travel Filing: PC Laptop
o Export Control Travel Filing: Mac Laptop
o Export Control Travel Filing: iPhone
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Appendix E — Office of International Affiliations’ Review Process for International
Agreements

The administrative review process for international agreements consists of the following steps:

1.

10.

11.

12.

13.

Departments / divisions / faculty interested in engaging in international collaborative activities on
an institutional level (e.g. exchange; research) must receive written approval from the department
chair.

Once chair approval is received, contact Office of international Affairs (OlA) to discuss proposal.

OIA conducts a preliminary review to determine if the proposal is following WCM and University
policy and will further the interests or mission of WCM. OIA will work with the requestor to refine if
appropriate.

If OIA approves, OIA will check database for relevant existing agreements (e.g. a general MOA
with the relevant institution to which a new Project Agreement may be appended; a similar Project
Agreement established by another department).

OIA sends the proposal to the Export Controls Office for an export controls compliance check.

The Export Controls Office will provide OIA a determination indicating the level of risk, if any, with
entering into the proposed agreement.

In addition to Export Controls, OIA will engage other relevant stakeholders to get their input and
ensure any concerns are addressed (e.qg., for international research agreements, Chief Information
Officer and Senior Associate Deans for Research and Clinical Research; for education agreements,
Dean of WCGS or Senior Associate Dean for Education of the Medical College).

If the proposal is compliant with export controls and all other stakeholders, OIA will share the
proposal/agreement and export controls determination with the Office of General Counsel (OGC)
for legal review.

OIA will work with OGC to identify other risks and concerns, and to put in place the necessary
agreements, taking into account compliance guidance.

OIA has the final authority to approve all international agreements.

OIA notifies Cornell University’s Global Operations along with Office of the University Vice Provost
for International Affiliations of the agreement and salient details.

Following approval, signature of Senior Associate Dean of International Affairs is required and OIA
coordinates all other signatures of approved, final documents and records new agreement.

The process applies not only to new agreements, but to all renewals, amendments, and addenda.

Please note that sponsored research agreements must go to WCM’s Office of Sponsored Research
Administration for review and approval.
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Appendix F— Guide and Checklist for Hiring Personnel from Embargoed Countries

The United States Government strategically enforces embargos or total bans on unlicensed transactions
with specific countries and regions across the globe with the interest of national security and other priorities.
North Korea, Syria and Iran are prime examples of comprehensively embargoed countries on which all
economic activities are prohibited, including a ban on all imports and sanctions on financial institutions.

Weill Cornell Medicine (WCM) generally engages in fundamental research with the explicit intent to broadly
disseminate research results in reports, academic journals, conferences, and other venues. As a result,
most of our faculty conduct research that may be exempt from United States Export Control laws and other
such regulations. However, it is incumbent upon WCM faculty and staff to understand potential limitations
and barriers to hiring personnel from embargoed countries and adequately protect their research programs.
We encourage you to contact WCM'’s Export Controls Office at exportcontrols@med.cornell.edu when
considering hiring personnel from any foreign country.

If an individual is not on a sanctioned list, there is no WCM policy prohibiting labs from hiring personnel
from embargoed countries. However, it is crucial to understand the restrictions in place that prohibit
transactions with such countries and how they impact hiring. WCM may not disclose controlled technology
to an embargoed country, and it is important to note that disclosure to a non-US national in a WCM lab is
effectively a disclosure to the embargoed country and considered a “deemed” export.

As with any non-US hire, documentation must be processed through the WCM Immigration Office and
approved by the US State Department. If a visa is approved and offer accepted, the following should be
reviewed closely when hiring a candidate from an embargoed country:

e Establish and review controls within the department and lab to ensure the individual can only
perform fundamental research while at WCM. Research may not be confidential in nature and
results must be broadly disseminated as appropriate in academic journals, conferences, etc.

e The individual cannot have an affiliation with the Government of the embargoed country or a
non-Governmental entity within the country, i.e., an academic entity, during their tenure at
WCM. They cannot receive financial support from an entity within an embargoed country. The
individual cannot acknowledge affiliations with or financial support from the embargoed
country on publications. Should the individual be given author credit, their sole affiliation on
publications is strictly limited to WCM.

e The individual cannot have access to any proprietary information such as that covered under

a non-disclosure agreement without the review and approval of Cornell University’s Export
Controls Officer.

e Theindividual may not have access to encryption source code that is not publicly available.

e The individual cannot have access to any ITAR controlled equipment. (A definition of such
equipment can be provided by the Export Control Office.)

e The individual cannot have any IT administrator access and cannot upload or download
software of any kind on a WCM desktop/laptop or other device.

e No imports from or exports to the foreign country may be conducted by WCM without express
approval of Cornell’s Export Control Officer. Approval is likely to require a license.

e Should you intend to pay the individual from grants, including NIH/US Government agency
funds, discuss with the agency grants manager and/or program officer to confirm approval.
While not explicitly prohibited, it does attract a very high level of scrutiny especially with the
government’s concentrated focus on Undue Foreign Influence and Foreign Export Controls.
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15.0 Appendix F-Guide and Checklist for Hiring Personnel from Embargoed Countries (cont’d)

We recommend that departments proceed with caution with the understanding that they must have backup
plans in place to support salary or expenses for personnel to return home, and that the Department must
be as invested as the Pl about ensuring all the physical, IT and other controls are in place.

Contacts:
General inquiries and to initiate review process:

Export Controls Office
exportcontrols@med.cornell.edu

Sponsored research:

Aleta Gunsul, MPA, Executive Director for Research Business Operations
alg2047@med.cornell.edu

646-962-8290

Conflict of interest and conflict of commitment:
Conflict of Interest Office
conflicts@med.cornell.edu

Lab security consultations:

Justin Barber, Assistant Director, Security and Identity
Jub4011@med.cornell.edu

646-988-5076
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