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HIPAA:  Privacy Rule Basics for Clinical Researchers
The Health Insurance Portability and Accountability Act (HIPAA) made individually identifiable health information “protected” (hereafter “protected health information” or PHI).  As a result, anyone wishing to use or disclose PHI must adhere to the requirements outlined in HIPAA’s Privacy Rule and as modified by The Health Information Technology for Economic and Clinical Health Act or “HITECH”. 
 To help researchers understand and comply with The Privacy Rule, the following material has been developed. And remember, The Privacy Rule is about information:  It specifies what a researcher must to do in order to access, use or disclose protected health information (PHI) and what happens if the rules are not followed.
Training Requirement
HIPAA mandates that Weill Cornell Medical College (WCMC) train all members of its workforce (including clinical researchers and their support staff) on the requirements of the Privacy Rule.  WCMC has made the required training available on line.  For those who have an @med.cornell.edu e-mail address, the training can be accessed at

http://intranet.med.cornell.edu/hipaa/tra_ins.html
Failure to meet the Privacy Rule’s requirements may mean that the medical college is subject to fines and penalties.  It can also mean that the data collected cannot be used and the research upon which it is based must cease.  

General Terminology

In order to understand the requirements of the Privacy Rule, knowing what certain key terms in The Privacy Rule mean is necessary.
 (1)
Use versus Disclosure
Use - with respect to individually identifiable health information, the sharing, employment, application, utilization, examination, or analysis of such information within an entity that maintains such information.

Disclosure - the release, transfer, provision of, access to or divulging in any other manner of individually identifiable health information outside the entity holding the information.

(2)
Protected Health Information (PHI)
As stated above, The Privacy Rule relates to information, specifically to “Individually Identifiable health information”
This is any information, including demographic information, collected from an individual that: (a) is created by a health care provider, health plan or health care clearinghouse AND (b) related to (i) the past, present, or future physical or mental health or condition of an individual; (ii) the provision of health care to an individual; (iii) or the past, present or future payment for the provision of health care to the individual AND (c) identifies the individual or there is a reasonable basis to believe it can be used to identify the individual.

When held by a covered entity (WCMC) this information is “protected” by the Privacy Rule.  Hence the term “protected health information” or PHI.

(3)
Treatment versus Research
Treatment, as defined in the Privacy Rule is, 
· The provision, coordination, or management of health care and related services by one or more health care providers, including the coordination or management of health care by a health care provider with a third party.

· Consultation between health care providers relating to a patient.

· The referral of a patient for health care from one health care provider to another.

Research:  HHS regulations define research at 45 CFR 46.102(d) as follows: a systematic investigation, including research development, testing and evaluation, designed to develop or contribute to generalizable knowledge. 

As stated above, the Privacy Rule applies to information. Also, The Rule applies to both treatment and research. The applicable data used or disclosed in either case is “protected”.  However, the requirements that govern access depend on the purpose of that access (treatment or research).

(4)
Treatment versus Research:  The Question of Permission
Treatment - The Privacy Rule allows the use or disclosure of PHI without an authorization for purposes of treating an individual. No permission is required.
Research - Under The Privacy Rule, research is not considered treatment and the use or disclosure of “Protected Health Information” (“PHI”) for research purposes requires permission, either as:

A written Authorization from the subject or 

A Waiver of Authorization approved by the Privacy Board / IRB

Authorization versus a Waiver of Authorization:
(1)
The General Rule

When using or disclosing PHI for purposes of clinical research, the general rule is that the investigator must obtain an authorization from the subject. Without the authorization he/she may not use the information.

The authorization that the subject is asked to sign must be valid as defined by the Privacy Rule.  To be valid, an authorization must contain the following:

• 6 Core elements

• 3 Required statements

• 2 Additional requirements

The Office of Research Integrity and Assurance’s authorization templates are valid and must be used when authorizations for research are required.

To obtain an authorization go to http://med.cornell.edu/research/for_pol/hip_for.html
and select Form 1.

(2)
Authorization versus Informed Consent
An authorization is not the same thing as an informed consent. In the case of informed consent, the researcher is asking the subject for permission to do something to the subject such as draw blood, obtain a tissue sample, and administer medication.

An authorization is permission to use or disclose the information obtained via the activity outlined in the informed consent.
Point to remember:  if you are obtaining informed consent you most likely have to obtain an authorization as well.
Exceptions to the General Rule – The Waiver of Authorization

In some circumstances, it is not possible to obtain an authorization.  In this case, the investigator must apply to the IRB/Privacy Board for a Waiver of Authorization in order to use or disclose PHI.

 (1)
Requirements for a Waiver
Waivers are not automatic, applying does not mean one will be granted; certain criteria must be met or the waiver cannot be granted. 

In order for a waiver to be granted all of the following must be met: 

 (1) The use or disclosure of protected health information involves no more than a minimal risk to the privacy of individuals, based on, at least, the presence of the following elements:

(a) An adequate plan to protect the identifiers from improper use and disclosure; and 

(b) An adequate plan to destroy the identifiers at the earliest opportunity consistent with conduct of the research, unless there is a health or research justification for regaining the identifiers or such retention is otherwise required by law; and 

(c) Adequate written assurances that the protected health information will not be reused or disclosed to any other person or entity, except as required by law, for authorized oversight of the research, study, or for other research for which the use or disclosure of protected health information would be permitted by The Privacy Rule; and 

(2)
The research could not practicably be conducted without the waiver or alteration;

and 

(3)
The research could not practicably be conducted without access to and use of the protected health information.

If all the conditions of a waiver are not met, to use or disclose PHI in research at WCMC, a researcher must obtain an authorization from the subject to use or disclose his/her PHI.

To obtain a copy of a waiver, go to http://med.cornell.edu/research/for_pol/hip_for.html
and select Form 2.  You will have to select whether you are requesting a complete waiver or a partial waiver.
What Happens if the Rules are Not Followed

If you do not meet the conditions for a waiver of authorization, you must get an authorization from the research subject or you may not use the information.

If you needed an authorization and you did not get one, you may not use the information.
If you needed an authorization, the authorization form must be valid or you may not use the information.
In sum, if you did not follow the rules specified in the Privacy Rule you run the risk of not being able to complete your research project as you may not be able to use some or all of the information collected.

Special Cases
Below are several “special cases” that affect clinical research.
(1)
Determining If There Are a Sufficient Number of Subjects
Researchers, when deciding whether or not research in a particular topic is feasible, must answer the question “Are there enough potential subjects to make the research feasible?” To answer the question in order to prepare for completing the IRB application, researchers often have to access medical records or databases.

Under the Privacy Rule, researchers may not access any information without the proper permissions.  At WCMC, the policy is for researchers to complete the “Investigator Representation for Review of Protected Health Information Preparatory to Research” and have it properly approved before accessing PHI. The form can be obtained at http://med.cornell.edu/research/for_pol/hip_for.html. Select Form Eight.

(2)
De-identified Data
The Privacy Rule allows the use or disclosure of information for research purposes without either an authorization or a waiver if the information is “de-identified.” 

De-Identified Information – is health information that does not identify an individual.  Health information can be rendered de-identified by either (a) removing 18 kinds of specific identifiers about the individual or (b) receiving documentation from a statistician that the risk of identification of the individual is small.

All of the following have to be removed in order for the information to be considered de-identified.

(A) Names;

(B) All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available data from the Bureau of the Census: (1) The geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and (2) The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000.

(C) All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older;

(D) Telephone numbers;

(E) Fax numbers;

(F) Electronic mail addresses;

(G) Social security numbers;

(H) Medical record numbers;

(I) Health plan beneficiary numbers;

(J) Account numbers;

(K) Certificate/license numbers;

(L) Vehicle identifiers and serial numbers, including license plate numbers;

(M) Device identifiers and serial numbers;

(N) Web Universal Resource Locators (URLs);

(O) Internet Protocol (IP) address numbers;

(P) Biometric identifiers, including finger and voice prints;

(Q) Full face photographic images and any comparable images; and

(R) Any other unique identifying number, characteristic, or code and 

(ii) The covered entity does not have actual knowledge that the information could be used alone or in combination with other information to identify an individual who is a subject of the information
If all 18 identifiers are removed then the PHI is considered “de-identified” and may be used without an authorization.  If all 18 have not been removed the information is not de-identified and you need an authorization (unless you can meet the conditions of a waiver and The IRB/Privacy Board approves the waiver).
(3)
De-Identified versus Coded:  Not the Same
Most protocols do not use de-identified data.  Instead they use coded data.

Coded means that: 
(a)
Identifying information (such as name or social security number) that would enable the investigator to readily ascertain the identity of the individual to whom the private information or specimens pertain has been replaced with a number, letter, symbol, or combination thereof (i.e., the code); and 
(b)
A key to decipher the code exists, enabling linkage of the identifying information to the private information or specimens. 

De-identified is health information that does not identify an individual.  There is no link that can take the researcher back to the subject. There is no key or cipher.

(4)
De-identifying a Coded Sample
There are several ways to de-identify a coded sample.

(a)
Make the identifiers unavailable to researchers. A derived code remains but the identifiers are not released to the researchers.
(b)
Irreversibly stripping all identifiers by use of an arbitrary or random alphanumeric code and then destroying the random number, thus making it impossible for anyone to link the samples to the sources.

If the first method is chosen, the identifiers and the derived code must not be accessible to anyone on the research team.  One way to do this would be for an administrator to assign the codes and to keep the identifiers in a locked cabinet that researchers do not have access to in order to prevent re-identification.

In the second case, for example, a code could be created and then multiplied by a random number to yield a new code.  Then the researchers would destroy both the original code and the random number so that re-identification would not be possible. 
(5)
Limited Data Set
Limited data sets are available for purposes of research, public health and healthcare operations. A limited data set is similar to de-identified data in so far as most identifiers are removed.  However, a limited data set may contain the following identifiers not found in de-identified data.

(A) Town or city, state and zip code and 

(B) All elements of dates for dates directly related to an individual, including birth date, admission date, discharge date, date of death as the LDS is silent on this element. 

It is important to note that if one is using a limited data set for research purposes one must sign a data use agreement with the entity supplying the limited data set.  Also, for purposes of the Privacy Rule, a limited data set is considered to be protected health information so any information that is lost or otherwise disclosed without permission may be considered a breach and thus subject WCMC to notification requirements and fines.
Quick Links

1. To take the required Privacy Training go to 

http://intranet.med.cornell.edu/hipaa/tra_ins.html
2. For Authorizations and Waivers of Authorization
http://med.cornell.edu/research/for_pol/hip_for.html
3. For information on the Privacy Rule and research, see the NIH’s guide
http://privacyruleandresearch.nih.gov/pr_02.asp
4. For general questions related to the Privacy Rule, contact 

Frank Maurer – Privacy Officer

Phone: 212-746-1121

E-mail:  fmaurer@med.cornell.edu
5. For questions related to the Privacy Rule and research, contact

Milda Plioplys

Phone: 646-962-8190
E-Mail:  mip2018@med.cornell.edu
5

