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Confidential Disclosure Agreements: 

Administrative Instructions and Guidance

WCMC requires that all scientists/investigators complete a Confidential Disclosure Agreement (CDA) and send it to the Office of Clinical Trial Administration (OCTA) before discussing/sharing confidential information with an outside party. WCMC also requires that all scientists/investigators send CDAs that they have received from outside parties/companies to OCTA for review before signing any such CDAs. OCTA should receive the CDA at least seven business days before the scheduled discussion, review or presentation of confidential information. All CDAs must be negotiated by OCTA, whether you are receiving confidential information or disclosing WCMC’s confidential information.
What is a Confidential Disclosure Agreement?
A (CDA) is a written agreement entered into by a provider and a recipient of information that governs the disclosure of confidential information between individuals and/or institutions/companies. The CDA defines the rights and obligations of the provider and the recipient with respect to confidential information exchanged under the CDA. A CDA is a legal document that requires the recipient of confidential information to keep that information confidential. 

When do you need a Confidential Disclosure Agreement?
CDA's are necessary before confidential information is disclosed by one party to another party if the disclosing party does not want the receiving party to reveal such information to anyone else. OCTA must receive a fully executed CDA signed by both parties prior to any disclosure or receipt of confidential information. It is important that the agreement be signed and on file with OCTA so that there is a record of obligations regarding such confidential information.
When do you not need a Confidential Disclosure Agreement?
The only instance when a CDA is not needed is when the information you are discussing is public knowledge, i.e. already available to the public. In this instance, the information is not confidential and does not require a CDA. 
Which Confidential Disclosure Agreement template is appropriate for you?                   There are three CDA templates that can be found on the  Grants & Contracts Forms webpage: (http://www.weill.cornell.edu/research/for_pol/grant_con.html).  
Template A is called Outside Entity  to Faculty/Investigator CDA.  This should be used when the sponsor of a potential study is providing confidential information to a WCMC scientist/investigator.

Template B is called Cornell to Outside Entity CDA.  This is used when a WCMC scientist/investigator is providing confidential information to a potential sponsor.

Template C is called a Mutual CDA.  This is used when both a WCMC scientist/investigator and a potential sponsor are providing confidential information to each other.
Why is a Confidential Disclosure Agreement important to you?
Having a discussion, or conducting a review or presentation without a CDA constitutes a public disclosure. This means that unless OCTA has an executed CDA on file regarding WCMC confidential information, that information may be used by anyone else and /or claimed as being owned/discovered by someone else if you share that information with a third party. This is why you should protect your information. Only agree to a CDA with legitimate institutions/companies that you trust. Even if you are discussing confidential information with someone you trust, make sure that OCTA has negotiated a CDA on your behalf before the discussion takes place. It is also important for OCTA to review and negotiate CDAs where you receive someone else’s confidential information, so that the terms of confidentiality in the CDA are reasonable and do not violate WCMC policy.
How OCTA Processes CDA's
All  CDAs should be electronically sent to OCTA for review at OCTA@med.cornell.edu . OCTA will create an internal electronic file for all CDAs and negotiate them on your behalf and on behalf of WCMC. Confidential information should not be exchanged until both OCTA and the external institution/company have received their copies of the fully executed CDA.  
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